


janklaas.kesteloot@skyline.be

—




Data APl & S (@)
_———> Scripted
Connectors

_




Agengd

—

[ WHAT YOU WILL SEE THIS SESSION ]

1. Introduction

2. Data API

3. Scripted Connectors
4. Hands-on!

5.Limitations
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Fundamentals track



Goals

* Understand the concept of Data API
* Recognize the advantages of Data API

* Create a Scripted Connector
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Introduction
Because we need to start somewhere.. ‘
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Preview Availability

F -~
\ }/;\‘\r

o

Currently in preview with the <DataAPI> soft-launch option enabled.
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Introduction
What is it?

An easy way to script and deploy ad-hoc integrations with products and data-sources in your

operation on the fly, without the need for a DataMiner connector

(or the knowledge to implement a connector)

* Data API: Ingest the requests, pushing values into parameters of dynamically created elements that

rely on automatically generated connector.

* Scripted Connectors: Python or PowerShell scripts to integrate new data sources, transmitting JSON

data to the Data APIL.
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Introduction
What is it?

E\(@W Element
Q minate T

Auto-generated

connector
________ Element

Auto-generated

connector
----- Element
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o Scripted Connectors Data API
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dataminer

Understand
concept of Data API
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Introduction
JSON data handling

Auto-generate elements with parameters and values

Automatic updates to parameter values
Trended by default

No JSON schema

‘@Q/Q o © 2025 Skyline Communications

it

(t=1)

Parameters

CPU Utilization p

"Server Name": "WebServer8el”

"CPU WHtilization™: 78.5

78.5 Server Name pv WebServer(001
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Introduction

Why should you use it
DATA API & SCRIPTED CONNECTORS STANDARD CONNECTORS
* No specific scheme or syntax * Adhere to DataMiner Connector Markup
* Python & PowerShell - but Data APl is basically Language
open for any client language * Additional logic in C#
* Easy to use » Support for DCF, SRM Functions

Recognize
advantages of
Data API
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Data API
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Data API

HTTP API

* HTTP endpoint <host address>/api/data/parameters
* HTTP Request should include the following HTTP header fields:

* The identifier, is used to identify the source of the request. It must be unique within the DMS cluster. The

identifier serves as the initial name of the element, which can be renamed later at any time.

* The type is used to group identifiers of the same type together, making it easier to manage these elements.

The type is used as the name of the auto-generated connector.
* Identifier : GitHub Status
Type : Status Page
O __ ] cemenc
> e Element 'GitHub Status”
</> Auto-generated
connector

‘Status Page’ |--- Element "Vimeo Status”

Identifier: Vimeo Status

Type : Status Page
v _ , dataminer
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Data API

Avuto-generated connectors

* Data API creates & maintains auto-generated connectors.

* |t provisions elements based on the identifiers.

dataminer
g Protocols & Templates X G Protocols & Templates Status Page: Production:1.00.1 X |
Ol rotocols & templates  elements Check for updates D) this protocol is read-only
ity o GENERAL
o 16 PROTOCOLS & SERVICE PROTOCOLS A-Z 4 VERSIONS, INFORMATION TEMPLATES & VISIO FILEC 2 TEMPLATES A-Z 2 ELEMENTS A-Z e
Show details
o= om
PROTOCOLS VERSIONS ALARM Assign elements... . CONTENTS Find Rl
Crypto Assets Tracker Production 1.0.0.1 (4] Template1 GitHub Status s versionor1.a" encosing-uti-aes
Evertz 5700MSC 1001 o No Monitoring Vimeo Status -This protocol is auto-generated by the DataMiner Data API st 2024-85-28789:29:27.772Z.-->
Evertz ST00MSC - PTP Interface <Protocol wmlns="http://www.skyline.be/protocol™>
<Hame>Status Page</Name>
+ Generic Rack Layout Manager INFORMATION TEMPLATES TREND + Vereionsl o.6 tervereions
Microsoft Platform Default information template v Status Page <Provider>Skyline Communications</Providers
<Element Type>Dynamics /ElementType>
NATS_Dummy_Connectar VISIO FILES Mo Trending <Type options="unicode">auto-generated</Type>
Skyline Configuration Manager <Display pageCrder="Parameters;- >
. General default v <Pages>
skyline Generic Provisioning <Page>
Skyline IDP CMDB <Name>Parameters</Name>
</Pagex
Skyline IDP Connectivity </Pages>
Skyline IDP Discovery </Display>
<SNMP includepages="Ffalse">false</SHUP>
Skyline Infrastructure Discovery An cParamss
Skyline PTP <Param id="18888888" trending="true" save="true" saveInterval="PT12H">
] ) <Name>Page. Td</Name>
standard DataMiner PTP Device <Description>Page.ld</Descriptions
Status Page <Type>read</Type>
<Interprete>
WOO CMTS Collector + Generated by Data API in DataMiner <RanType>other</RanType>
<Typerstring</Types
<LengthTypesnext param</LengthType>
</Interprete>
<Alarm>
<Monitored>true</Monitoreds
</Alarm>
<Display>
<RTDisplay>true</RTDisplay>
<Positions>
<Position>
<Page>Parameters</Pagex
<Column>8</Column>
L <Row>@+/Row>
ann </Position>
- </Positions>»
<Trendings
<Type>last</Type>
</Trending>
</Display>
Manciiramants
VL VL
S I
Upload... [%) Protocols & Templates oK Cancel Apph
ACTIVE ALARMS: 2 ALARMS (2 UNREAD) L € | ¥ NoRCAfiter  Fiter £~ ACTIVE ALARMS: 2 ALARMS (2 UNREAD) 11 € | ¥ NoRCAfiter  Filter 0 A
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Data API

Support for tables

e Convert JSON arrays from HTTP body to table in the element.

* Transform nested arrays into multiple tables with foreign keys.
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Data API

Support for tables

* This JSON array is transformed into a table called People
with columns ID, Name, Age, and Height.

* The field Id always serves as the primary key for the
table.

[ po People -
[ VISUAL People 20
<
E DATA 83 III 51 ? III
Id [IDX] 4 Mame Age Height
Parameters
1 b John [ 25 W 1.75
People
2 b Alice [ N a4 1.60
{te) ALARMS
o 3 b Bob [ 28 1.82

‘@Q/Q o © 2025 Skyline Communications
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Data API

Support for tables

into two tables:

* The VLANS table

The information from the VLANS array is distributed

* The Connected Devices table

< P

1 VISUAL
= DATA

Parameters

Connected Devices

VLANS

VLANS A

VLANS

Id [1DX] - Type

Description

1001 k4 10GBE

1002 B 100ME

< jo
3 VISUAL
=5 DATA

Parameters

Connected Devices

M@ e

b Access Points

b 1aT

Connected Devices =

Connected Devices

Id [IDX] 4 Description

VLANS_Foreign Key

AP b Access Point Hall

Ap2 b Access Point Board Room
H1 B Humidity sensor

T

i Temperature sensor

"Type":

"Descriptio

"Connected devices":

I
L

"Id:

"Description”

1
Bl
r

1

“Type

"Description”:
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Data API

Units & decimal precision

* Default behavior:

| L
« No units & N NS
- Decimal precision defined by first data It's 100 kg
* Fear not!
* Reconfigure it by using config endpoint <host address>/api/config i It's 220 Ibs

* Use it after a first data request already has been made

r

Parameters A La
Cpuutilization pv 71 Date pv May 29, 2024 09:55:56
Location pv lzegem Memoryusage | ! * _ :

Mame p Lab router Summary p Lab router device

Temperature 30.81
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Data API

Units & decimal precision

r
Parameters - L
Cpuutilization pv 1 Date |} May 29, 2024 09:55:56
Location |} Izegem Memoryusage p/ 27
Name v Lab router Summary p Lab router device
Temperature 30.81 decimals™:
"Cpuutilization”:
“Temperature”: 1
"units: {
"Cpuutilization™: "%"
\/ o "Temperature”:
Parameters M L "Memoryusage”: "%
Cpuutilization 31.00 % Date pv May 29, 2024 09:55:56
Location pv Izegem Memoryusage g 27 %
Name v Lab router Summary p Lab router device
Temperature v 30.8 deg C
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Scripted Connectors
Wait! What!? What's that? A connector? A script?
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[ GET INSPIRED ]

Let's W
-——> have
a look
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Scripted Connectors

dataminer - @ - O

* Python or PowerShell scripts e s T —
5_:,,.5,,(., 8 Asset Manager =
R Automation
* Run on DataMiner system pr—
* Available via module Data Sources B covoin e [ Yimeo Components coincep
* Run every minute B8 o omncions

GitHub Components

Profiles .

[3] Pratocols & Templates

B¥ Resources

Ez Service Templates
E Services

@ System Center
1 Ticketing

4| Trending

Applications

DataMiner IDP

VL

aw | Web Apps
| ACTIVE ALARMS: EIALARS(E UNREAD) " 11 = @ Y MoRCAfiter  Filter 2 A
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[ GET INSPIRED ]

Let's W
-——> have
a look
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Hands-on!

Steps of the classroom exercise

1.

Find & understand the example Python script
Understanding expected outcome

Change the Python Script with GitHub .dev
Create a scripted connector

(tweak the trending, configure the alarm thresholds)

M w o © 2025 Skyline Communications
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1. Go to 'aka.dataminer.services/2’

Advanced Exercise

2. Navigate to AdvancedExercise.md

] ¥ main ~ SLC-SC-Example ScriptedConnectors / AdvancedExercise.md 2 Q, Go tofile

Q jaklke Update AdvancedExercise.

125 lines (93 loc) - 3.86 KB

‘ Preview | Code Blame

Advanced Exercise

Polling the data

Create a data source to poll the status of a networking device

1. Open the Data Sources module: In DataMiner Cube, click Apps in the sidebar to the left and select Data Sources,

dataminer d

¥ main ~ PO

€ jakike Update READMEmd

BB github/workflows

BB Amsterdam Internet Exchange
I8 Azure Datav2

I Coincap

I8 status Page

D AdvancedExercise.md

[ wcense

[ READMEmd

f) SLC-SC-Example_ScriptedConnectors ' Public

57 EditPins ~

@ Watch 1 ~

k4

Go to file + <> Code ~

1fd3613 - 18 minutesago  £%)

Updste python-app.yml
Update AMS.py

Update AzureData.ps1
Update Coincap.py

Update README.md

Update AdvancedExercise.md
Initial commit

Add example Status Page

4 months ago

4 months ago

4 months ago

4 months ago

18 minutes ago

19 minutes ago

9 months ago

last week

Earn 25 DevOps points by emailing screenshots of the Parameters & Interfaces page

to support.data-acquisition@skyline.be.
Be sure to send them before Monday March 24th, 7 PM CET..



https://aka.dataminer.services/2
mailto:support.data-acquisition@skyline.be

Classroom exercise

. Find & Understand

1. Go to 'aka.dataminer.services/2’

2. Go to Status Page -> StatusPageComponents.py

= O 5./ SLC-SC-Example ScriptedConnect... Q Type [/ to search

3. Openin GitHub .dev

<> Code () Issues 9 Pullrequests () Actions [ Projects @) Security |+ Insigl

‘W SLC-SC-Example_ScriptedConnectors  Fubic

s Edit Pins ~ @ Watch 1

¥ main ~ ¥ S3 Q, Go to file + <> Code ~

9 jaklke Add example Status Page a11583f. 2 days ago {5 35 Commits

[0 ¥ main -~ SLC-SC-Example_ScriptedConnectors / Status Page Q Gotofile
/ StatusPageComponents.py (2

Q jaklke Add example Status Page a11583f .|
} - 1.21 kB

[ ] .github/workflows Update python-app.yml 2 months ago

| Code | Blame

1 import requests Edit file BB Amsterdam Internet Exchange Update AMS.py 2 months ago

itin place

3 v def main(): Editin place [ - ~ . ~ 5
Azure Data v2 Update AzureData.psi 2 months ago

# Define th ice for which we are checking the status

# Example using this API are GitHub, Dropbox, Discord, Vimeo Open with... = X ) - 5

cervice - "GitHub Statusn Coincap Update Coincap.py 2 months ago

github.dev

# Set the base URL of the statu API for the service GitHub D op Status Page Add example Status Page
# Example API URLs for these ces are:

f fweww . githubstatu: tatus.dropbox.com, htips://discordstatus.com, htitps://www.vimeostatus.

]
[ uCcensE Initial commit 7 months ago

README.md Add example Status Page 2 days ago

% dataminer |


https://aka.dataminer.services/2

Classroom exercise

* Prepare Scripted Connector
1. Change service name

2. Copy script to clipboard

mport requests

def main():
# Define the service for which we are checking the status
# Example services using this API are GitHub, Dropbox, Discord, vimeo
service = "GitHub Status”

B VY ]

@

# Set the base URL of the status page API for the service

# Example API URLs for these services are:

# https://www.githubstatus.com, https://status.dropbox.com, https://discordstatus.com, https://www.vimeostatus.com/
urlapi / thubstatus.com

# Define header parameters for the request to the local API
header_params = {

"identifier”: service,

"type": "Status Page",

Create a session object to manage and persist settings across requests
session = requests.Session()

# Send a GET request to the status API to get the current status of the components in JSON format
components = session.get{urlapi + "/api/v2/components.json

[N R

# Send a PUT request to the local Data API with the status data
# Include the header parameters for additional context

P Rd B R R R
=

=]

% dataminer |



Create scripted connector
1,2, 3 nmmrces .

Q, Search data source + Create data source

|+ ceE
0 Open Data Sources e

9 Create data source

e Give in the details

* Naome : Status

Create a data source

dataminer

' Modules Status Page
® Ty p e. Pyt h on Susrveyor % Asset Manager Type

. ; Python X
Autormation

DEE Bookin gs

Catalog
o}

Cloud Admin
Correlation

Data Sources 1

Documents
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Create scripted connector
4,5, 6

e Paste Python script

o , ¢ Create a data source
Click 'Create

Data source name

Status Page

Type
Python

e w o © 2025 Skyline Communications

import requests e

def main{):
# Define the service for which we are checking the status
# Example services using this APl are GitHub, Dropbox, Discord, Vimeo
service = "Dropbox”

# Set the base URL of the status page API for the service

# Example APl URLs for these services are:

# https://www.githubstatus.com, https://status.dropbox.com,
https://discordstatus.com, https://www.vimeostatus.com/

urlapi = "https://status.dropbox.com”

# Define header parameters for the request to the local API
header_params = {

“identifier”: service,

“type™ "Status Page”,

# Create a session object to manage and persist settings across requests

Data APl and Scripted Connectorse REV0O02 -



. Data Sources
= <
< Search 0

[0 Dropbox X
0 RootView »

Components

-

L1 vISUAL

¥ DATA
Id [IDX]

Parameters -
Ehfxwe3bylm

28pTlodfc2400
Components
0888k5d)2xbx
(te3) ALARMS
9248rggclblt
6806922ybdl4
TICKETS g0f37htkjhce
REPORTS j2bmecbhigddh
JdTxbk1 Tgkoee
DOCUMENTS
w3 b5 Sxc

NOTES 1}-,-'kq sl

GEMNERAL PARAMETERS

4 Name

b Paper

b Replay

b Support Services

b Mohile Application
b Desktop Application
b AP

b Passwords

b DocSend

b Capture

b Website

B/ Dash

Status
b operational
b operational

b operational

b degraded_performance

b operational
b operational
b operational
b operational
b operational
b operational

b operational

Created_At

b 2017-05-02T...
b 2022-08-21T...
B 2020-10-27T...
b 2016-08-12T..,
b 2015-09-15T..,
b 2015-09-14T..,
B 2021-01-15T..,
B 2023-11-10T..,
b 2022-08-18T..,
b 2015-09-14T..,

b 2023-07-06T...

Updated_At

b 2024-05-15T...
b 2024-04-25T...
b 2023-11-03T...
b 2024-05-24T...
b 2024-05-28T...
b 2024-05-15T...
b 2024-05-15T...
b 2023-12-07T...
b 2024-02-26T...
b 2024-05-30T...

b 2024-04-24T..,

kv
kv
o4
4
4
kv
o4
o4
4

13

Description

b

b

b Support ser...
b

Showcase Start_Date

b False
b False
b False
b False
b False
b False
b False
B True
b False
b False
b False

b
b 2022-09-21
b 2020-10-27
b
b
b
b 2021-01-15
b 2023-11-08
b 2022-08-18
b

b 2023-07-06

A
L J

o
_LJ

Group_Ild Pag

il
)

]

RRERRRRRRERERIR

13

e —

Earn 25 DevOps points by emailing screenshots of the

Parameters page to support.data-acquisition@skyline.be.

Be sure to send them before Monday, March 24th, 7 PM CET.

% dataminer d
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Limitations
Mind the fine print
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Limitations

Data API Scripted connectors
* Rejects payloads over 1 MB * Monitoring (no control)
* Rate limited to 5 requests per second. - Fixed frequency: one minute

Local requests only (*) « No support for arguments

* POCremote access via User-Defined API DataAPI-Proxy |
Catalog

* Stored locally on the server

+ Requires"Id" field in JSON arrays as primary key * Nosynchronization in DMS cluster

Nested arrays: child table links to one parent table
Parameters in auto-generated connectors

* Automatically assigned to pages in element layout,
unmodifiable

m w o © 2025 Skyline Communications Data APl and Scripted Connectorse REV002 -
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Resources

Getting Started : https://aka.dataminer.services/scripted-connectors

Data Sources Ul :

* https://<dataminer>/data-sources

APIs

* Data API: http://localhost:34567/swagger/index.html|

* Aggregator: http://localhost:12345/swagger/index.htm|

M w o © 2025 Skyline Communications Data APl and Scripted Connectorse REV002 -
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